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Nowadays, children interact with their parents — and the wider world — at the press of a button 
on a digital device. Certainly, this immediacy can produce positive effects. Parents can more 
easily talk to and see their children through video feeds after school, during emergencies, or 
when they go off to college. And the internet offers a bounty of resources for children. Parents 
of pre-teens, for example, widely credit instructional video websites for serving as a source of 
entertainment and education.1 

But in other respects, the wider world flows through social media, exposing kids to disturbing 
images, inappropriate sexual content, and distorted portrayals of adult life. Note that the risks 
are not confined to a few websites. Harmful content can easily appear in online chat forums and 
brand websites, resulting in reputational damage.   

Many experts liken it to a “digital Wild West,” a place where few laws exist — because few laws 
do. Basic viewer warnings on content and other safeguards exist, but workarounds abound. 
Globally, there are only scant regulations on internet usage and content dissemination.   

Social media platforms and brands deploy significant technological resources and human 
monitoring to squelch harmful content. And still, inappropriate content gets through, exposing 
children to a range of disturbing images. Sadly, with online traffic and the use of apps surging 
amid pandemic-related lockdowns and school closures in recent years, the threat posed to 
children by harmful content is poised to worsen. Soon, the introduction of the metaverse will 
enable adults to pose as children and children as adults, hugely amplifying the risk.  

In light of these manifold threats, this paper offers a guide on how parents and brands can 
protect children from exposure to harmful content. 

89% of parents with children 
aged 5-11 and 81% of parents 
of children aged 3-4 report 
their children watch YouTube; 
most of those parents 
credit the website as being 
entertaining and educational. 
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Building parental awareness

To combat the risks of social media and the internet on children, parents must start by building 
their own awareness of valuable online educational resources and social media platforms. Key 
steps, detailed in the sidebar, offer guidance based on children’s ages.  Parents should ease a child’s 
introduction to digital devices and the internet by sharing screen time with them and navigating to 
various websites. Children should spend their device time in a central location in the house that is easy 
to monitor. As children’s usage increases, parents should periodically check device usage statistics and 
search history and, in time, explore select social media feeds alongside their children.  

Overall, parents must also spend time with their children talking about risks and what is appropriate 
for viewing. Such conversations can be difficult because what is considered “appropriate” varies widely 
across communities, nations, and children’s age groups.  And, given the popularity of social media 
channels, as children become teenagers, they gravitate toward newer platforms that parents are 
typically far less familiar with.  
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Age-specific guidance for parents 

18-24 months: Children begin to be exposed 
to digital devices. Screen access should be 
limited to one hour per day. 

2-5 years: Screen time may be expanded, but 
it should remain largely shared screen time. 
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Age-specific guidance for parents 

6-10 years: Children often receive their first 
digital device, but only devices with parental 
controls should be given to children. 

• Begin chats about digital well-being and 
threats. 

• Use the strictest privacy settings on games 
and apps. Many children will first be exposed 
to cyberbullying, so parents should explain 
the importance of friendliness in text 
messages and remind children that they can 
talk about problems they encounter online. 

• Build critical thinking by encouraging children 
to question what they see online. 

• Online activities should also be balanced with 
offline activities. 

Limiting exposure to potentially harmful content requires parents to 
curb the total amount of time that children spend on digital devices daily. 
While limits on screen time reduce the risk posed by harmful content, 
it encourages healthy childhood development at an even more basic 
level. By controlling time spent on devices, parents can discourage the 
formation of behavioral and attention problems in children, among other 
potential concerns, according to the Mayo Clinic.2  

Time limits should also be paired with parental filters. Apple’s Screen 
Time, Google’s Family Link, and Microsoft’s Family Safety enable parents 
to limit children’s device usage, block access to certain sites, and give 
parents a suite of other controls. Access to games can be restricted, and 
children can be prevented from viewing videos and images marked as 
explicit. Moreover, each of these programs is free. 
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Age-specific guidance for parents 

11-13 years: Rising internet use is normal, but 
parental controls should be maintained and 
revised as necessary.  

• Add safe search on Google and other popular 
search engines. Check age ratings on games, 
videos and other digital content. 

• Thirteen is the minimum age for many 
social media websites. Parents should 
limit children’s presence across platforms 
while also talking about how to responsibly 
comment and post on social media. 

• Parents should repeat that responsible use 
includes appropriate language for texting 
and taking photos with devices. 

• Discuss risks of cyberbullying. 

• The overall rising online presence should 
be paired with dedicated device-free times, 
including dinner. Ideally, devices should be 
kept of children’s bedrooms at night.  

Third-party apps, such as Bark and Qustodio, offer additional monitoring 
capabilities. These apps monitor children’s exposure across over two dozen social 
media and other channels while also notifying parents if children view adult 
content, download a new app, or experience cyberbullying. Third-party parental 
control filters are continually expanding, and testing, age-appropriateness ratings, 
and reviews are regularly published by the likes of PCMag and Consumer Advocate. 

Regardless of a child’s age, shared digital experiences can help parents better 
understand their children’s viewing preferences while also allowing parents to 
teach children about common pitfalls of internet and app usage, including the risk 
of scams and frauds. Cybercrime, for instance, has surged in recent years.3  

As children mature, oversight should become cooperative. Rather than parents 
assuming full responsibility, young adults should be empowered to take 
responsibility. Parents of pre-teens and teenagers may discuss a few questions with 
their children, such as: 

• What risks do you anticipate? 
• How do you manage these risks? 
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Age-specific guidance for parents 

14-18 years: Adjust parental controls based on 
age and maturity while ensuring cooperative 
discussion around managing risks. 

• Limiting overall screen time becomes difficult 
as school demands grow. Instead, continue 
emphasizing critical thinking when viewing 
online content and explain the importance 
of using each device for a specific purpose. 
Personal example counts. 

• Initiate mature conversations, including 
about the risks of sexting. Children should 
be forewarned of the perils of using racist, 
bigoted, or hateful language, with examples 
of students whose college admissions were 
rescinded because of online comments. 

This approach ensures that parents don’t always have to take 
direct action. Instead, it brings children along in the journey, 
where they assess risks and help devise solutions that are suitable 
for what they find. 

  

Discussions about these risks can expand to allow parents to 
incorporate lessons on the prevalence of misinformation, the 
effects of fake news, the importance of keeping personal and 
financial information private, and being skeptical about who they 
interact with online. 

By being cooperative while also maintaining controls on the usage 
of devices and platforms, children can be introduced to the skills 
and discipline associated with high levels of digital maturity.  
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Brand risks and risk mitigation

While harmful content poses a direct threat to children, 
companies with an online presence can also fall victim. If a 
consumer brand advertises on a major social media platform, 
for instance, and then its products are accompanied by a video 
or image that shows harmful content, the advertiser may 
suffer immense reputational costs. A 2020 survey of 1,039 
US households by Crisp Thinking, a real-time risk intelligence 
company, found that 60% of consumers believe that inappropriate 
or harmful content on social media pages owned by a company 
reflects its values and leadership.4    

Internationally, there are safeguards to prevent the proliferation 
of certain types of harmful content involving children. Beyond 
that, though, the global architecture surrounding content 
dissemination is patchy. Governments have taken action against 
the most graphic content, but more expansive efforts do not 
appear on the horizon. Absent forceful international action 
companies, including major global advertisers and social media 
outlets, have hashed out common definitions of cyberbullying. 
Still, enforcement varies.5 And, while major social media outlets 
have ramped up content moderation efforts, violators often 
attempt to switch platforms.  

Many social media outlets received 
photo uploads at a rate of 

60,000-250,000 per minute in 2021.7  

Established social media channels, many of which are publicly 
traded companies, are under growing pressure to maintain their 
dominance amid a demographic shift among younger users 
to newer outlets. Meanwhile, brands have their own websites 
that may require significant monitoring to ensure engagement 
with customers and content standards that reflect the brand’s 
values. Comments on a brand’s website can undermine effective 
brand messaging, and fraudulent websites can target a brand’s 
customers. 
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Amid this swirl of demands, enterprises with a global brand remain 
exposed to the reputational risks sewn by harmful content. That’s because 
the volume of content uploaded to social media platforms is so large that 
it is impossible for either machines or humans (or both) to moderate or 
check each piece of content. In 2020, for example, the World Economic 
Forum reported that the volume of child exploitation material uploaded to 
the internet doubled over the previous year to 45 million images.6  Harmful 
content like that lies below the surface of vast digital seas. 

Yet, a set of enterprises occupying the global business services space enjoy 
a unique vantage. They can continually screen websites to monitor chats 
and forums to help ensure comments reflect a brand’s values. Similarly, 
artificial intelligence (AI) tools can sweep major search engines to monitor 
for fraudulent websites that may be posing as a brand’s own domain. 

Doing so, though, requires a combination of dedicated machine learning 
specialists and human moderators coupled with a global perspective built 
on streams of content across dozens of social media channels. 
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Protecting the protectors

While the use of human moderators is necessary, given their 
likely exposure to disturbing images, these employees must be 
treated with great care. They should be provided with a workflow 
that offers regular breaks from reviewing flagged content, 
balancing out their day with prolonged exposure to uplifting 
work on content management. Technology can also be used to 
sift workflows to ensure a healthy balance between potentially 
harmful and more mundane content. Support by psychologists 
may also be needed.  

In tandem, machine learning and AI solutions can monitor and 
remove harmful content across websites, search engines, and 
a range of social media platforms.  Indeed, with advances in 
machine learning, certain global service providers can gauge 
what types of content are more likely to go viral. Not only can such 
intervention inform an enterprise of what content to take down, 
but also how brands should fix screening at a machine learning 
level so that it doesn’t even reach a human level of review.

As such, business services providers are often ideal partners. The 
service provider can tell the consumer brand what type of content 
has the potential to go viral, affording the brand a head start that 
allows it to thwart the rapid dissemination of harmful content. 
Further, they possess the dedicated resources to ensure support 
for effective human monitoring. 
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Emerging challenges and core principles 

Social media channels are constantly emerging, even as the digital 
world enters the age of the metaverse. A 3D virtual world of social 
connections, the metaverse allows people to meet, interact, and 
buy goods in diverse historical or futuristic settings. Because 
users pick their own appearance or avatars, a child can opt to 
appear as an adult. Conversely, an adult in real life can appear in 
the metaverse as a child. And so, unfortunately, harmful content 
and threats to children may soon accelerate.

The scale of the threat reinforces the imperative of preparation. 
Parents must build awareness of the extent of social media 
and internet threats. This is an ongoing process of learning and 
interaction with children. It involves the flexibility to accept that 
children’s digital consumption will increase as they age while 
requiring parental firmness in deploying time limits and control 
filters as appropriate. 

Consumer brands, for their part, must consider their own capacity 
for controlling risks. In-house capacity may be possible for the 
select few enterprises willing to invest heavily in monitoring their 
social media presence in addition to their websites. 

Safety for parents and brands

Online activity Guidance for parents Guidance for brands

Social media Parental settings and filters Monitor and moderate content

E-commerce Restrict app purchases Up-to-date SSL certificates
and security plug-ins

Video access Block harmful sites Remove explicit content
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Establishing a trust and safety ecosystem 

Given the sheer volume of images and videos uploaded to the 
internet, though many consumer-facing enterprises can best 
protect their brand names by partnering with a global business 
services provider of exceptional capabilities and subject matter 
expertise.

Such a partner must possess a robust machine learning/AI 
capacity for monitoring search engines and filtering out harmful 
content across websites and social media. Another layer of 
human review is necessary, even as the goal should be to rely 
on advanced technologies to limit human oversight. And the 
services partner must couple this technical and human capacity 
with a global vantage that allows it to review data streams across 
an array of social media outlets. This enables robust monitoring 
that is not only reactive, removing disturbing images when they 
appear on a social media channel, but also proactive: harmful 
content can be identified and removed before it goes viral. 

The threat to children of harmful digital content must involve a 
high degree of parental awareness of numerous websites and 
social media platforms, the risks posed by distinct platforms, and 
how risks are evolving. Success promises healthy development 
and maturity as children grow into adulthood, a benefit that 
parents and companies alike can share in.
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About Teleperformance

The global leader in advanced experience management for customers and citizens worldwide, Teleperformance 
delivers critical business services for the world’s best brands across all regions globally. With 420,000 employees 
serving more than 170 markets and speaking 265 languages and dialects, we deliver over 1 billion customer 
interactions and conduct more than 1.2 billion content reviews annually. That’s why Teleperformance has 
been recognized as a leading provider of online Trust and Safety services by industry analysts like the Everest 
Group. Preserving a brand’s reputation and protecting its customers from online threats have become essential 
components for CX strategies in the digital age and will only become more critical as companies introduce 
virtual environments and experiences in the metaverse. Teleperformance combines the most advanced artificial 
intelligence (AI) and machine learning (ML) technologies with human oversight and understanding to deliver 
comprehensive, intelligent, accurate, and effective online Trust and Safety services. 
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Peter Ryan has been at the forefront of the contact center services market advisory for over a decade.
Having begun his career in London at Datamonitor in 2003, he quickly established himself as one of 
the foremost experts in the burgeoning CRM sector.

Over the course of his career, he has advised contact center outsourcers, their clients, industry 
associations, and governments on matters ranging from vertical market penetration and service
delivery to best practices in offshore positioning.

Peter’s expertise in outsourcing has been recognized multiple times. He received the prestigious Best 
Respected Contact Center Professional award in 2015 from callcentrehelper.com and was included 
in Fonolo’s Top 16 Analysts Covering Customer Experience. He was also included in each iteration of 
the Nearshore Americas Power 50 influencers listings, identifying the most important outsourcing 
executives in the Western Hemisphere.

Throughout his career, Peter has been a much sought-after speaker, headlining multiple events,
including The Turkey Call Center Conference and Expo (Istanbul), Nearshore Nexus (New York), The
Business Process Enablement South Africa Summit (Cape Town), The Central American Nearshore
Summit (Managua), Congreso Andino de Contact Centers y BPO (Bogota), and The Congreso Regional
de Call Centers & CRM (Buenos Aires). He has also been frequently quoted in the media on various 
matters about BPO and contact centers. Peter has degrees in Political Studies from the
University of Saskatchewan and an MBA from Dalhousie University. He lives in Montreal, Quebec.
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