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Digital assets are generating significant market interest and 
already disrupting traditional financial services. At present, 
the industry’s value hovers at $2 trillion,1 as measured by 
total cryptocurrency market capitalization. Bitcoin, the world’s 
biggest digital currency, accounts for 41.17%1 of the entire 
value. Coming in second is Ethereum, with a 19.36%2 market 
dominance.

Undoubtedly, startups and early investors have enjoyed 
significant value creation in the lightly regulated crypto market. 
Meanwhile, firms in the enterprise space are beginning to 
leverage technologies developed and tested in the crypto 
market through blockchain technology in their payments and 
settlement, record keeping, securitization, and trading platforms. 
With increased adoption and mainstreaming of digital assets, 
multiple commercial opportunities and first-mover advantages 
are springing up as well as for the financial services industry and 
those native to crypto. 

However, the evolving ecosystem is raising new risks unique 
to the crypto market, such as compliance constraints and 
private key management. Hence, the resulting emergence of 
new operators offering services that allow both institutional 
and private players to access and operate as part of the crypto 
ecosystem, and use their funds or hold their digital assets safely.

With the recent developments in the crypto space and various 
market stakeholder interests in crypto services, custodianship 
has certainly become crucial to meeting the needs of 
incumbents and new players and capturing new business 
opportunities that a market with ample room for growth has to 
offer. 

To support the journey towards mainstream adoption, we have 
written this white paper, which aims to scope the current crypto 
custody landscape, the challenges and uncertainties the industry 
faces, and Teleperformance’s role in building trust, functionality, 
and transparency in relation to keeping digital assets safe.
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Cryptocurrency as a Digital Asset

Digital assets,3 including cryptocurrencies, are electronic files of data 
that can be owned and transferred by individuals and used to make 
transactions or as a way of storing intangible content and unique 
ownership or access rights. While they exist virtually, normally included 
as “blocks” on a public ledger blockchain, many are increasingly being 
linked to real-world assets and unique community rights. Examples of 
digital assets include cryptocurrencies, such as Bitcoin and Ethereum, 
so-called asset-backed stablecoins, such as Tether and Terra, and 
non-fungible tokens (NFTs) — certificates of ownership or community 
membership. While there is no universally accepted definition of digital 
assets, for the purposes of this paper, we will focus on the most common 
type: cryptocurrency.

According to the International Monetary Fund (IMF), crypto assets4 
are digital representations of value made possible by advances in 
cryptography and distributed ledger technology (DLT). They are 
denominated in their own units of account and can be transferred 
peer to peer without an intermediary, published primarily on a public 
blockchain, and validated via Proof of Work or Proof of Stake. Bitcoin, 
the first cryptocurrency launched in 2009, continues to lead the pack 
in terms of market capitalization, user base, and popularity. Bitcoin 
and other cryptocurrencies don’t have a central issuing or regulating 
authority, using instead a decentralized system to record transactions 
and issue new units to validators or miners. 
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Barriers to Trust and Adoption

Starting as a niche offering, the crypto asset industry has grown into a multi-billion-dollar-revenue sector, even spawning at least 20 unicorns. 
However, incumbent financial services firms have been slow to react, with most initiatives still struggling to break out of the proof-of-concept phase 
due to several challenges, many of which are linked to the underlying technology but also include legal, economic, and social. Those that have 
embraced crypto within their user offerings tend to focus on Buy, Sell, and Hold of a small list of cryptocurrencies.   

Privacy and Trust

While the blockchain as a transparent, single source of truth is intuitively 
appealing, it is often desirable to have different levels of privacy for 
stakeholders, especially when it comes to accessing details of specific 
transactions, smart contracts, or personal data. This is a particular 
challenge for public permissionless blockchains like Bitcoin and 
Ethereum, which publish all transactions and smart contract codes. 
Thus, potentially eroding privacy and enabling forms of industrial 
espionage based on blockchain analysis. While some blockchains have 
been designed to address this problem, making it difficult to identify 
the originator of a transaction or keeping personal details from being 
revealed, the anonymity resulting from such technology may also raise 
some legal concerns around KYC, AML, and sanctions screening during 
the onboarding, transacting, and off-ramps with crypto.

Regulation vs. Reputation 

In the DLT context, a good reputation system means resilience to 
manipulation and gaming. It also enables a safe environment for network 
participants to interact. A firm with a good reputation and an ability to 
ensure trust equates to good quality, which is essential for attracting 
investors, increasing user engagement, and securing financial longevity. 
Conversely, the bad reputation of DLT participants can create a negative 
externality for “good” actors, preventing overall ecosystem growth and 
often leading to fraud or misrepresentation of future asset functionality. 
Many exchanges and centralized crypto organizations have turned to 
regulatory assistance in navigating this evolving technology ecosystem 
while supporting the spirit of crypto as a decentralized platform for 
individual ownership rights. However, the global and cross-border nature 
of cryptocurrencies and DLT business models create challenges and 
opportunities for traditional, domestic regulatory measures. There is a 
need, therefore, for a global regulatory framework or a self-governance 
model, where regulation is largely replaced by good reputation 
mechanisms and public code to drive digital governance.
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Monitoring and Security 

The adoption of Crypto by individuals and institutions also lead to new 
technology needs to support Cyber Security and Monitoring efforts 
across the industry and with regulators.  The public nature of many of 
the most prominent blockchains and protocols allow for new intelligence 
solutions to track malicious exchanges, wallets and individuals 
who deal in Crypto transactions suspected of fraud or other illegal 
activities.  These unique solutions are being brought to market both 
for intelligence purposes as well as for law enforcement and regulators 
such as Ciphertrace from Mastercard. 

Volatility 

Volatility can be both a technical and an economic challenge and is 
currently a major barrier to the wide adoption of cryptocurrencies as a 
payment system. The very high volatility of crypto assets has the potential 
to negatively affect perceptions and hamper their use in all kinds of 
long-term transactions, which today has given rise to crypto as purely a 
speculative asset. There have been attempts to address the volatility issue 
for transactions through the creation of so-called stablecoins, which are 
digital tokens backed by a fiat currency or sovereign assets and deposited 
with a custodian by the company or individual. The financial and 
operational transparency of the mechanism is limited, and token holders 
must place their trust in, among other factors, the solvency and integrity 
of the private company and its custodian.
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Usability and Adoption 

The key to the successful adoption of technology is a user-friendly 
design. However, wallet technologies that allow users to transport crypto 
assets often require understanding highly technical concepts such as 
addresses and public-private key encryption, a cornerstone of self-
ownership and privacy. Additionally, not only users but also operators of 
exchange platforms often face difficulties interacting with traditional fiat-
money-based banking facilities in converting cryptocurrencies/assets 
to fiat currency. Hence, DLT businesses, cryptocurrencies, and crypto 
assets need to invest in “design thinking” to facilitate engagement and 
grow the adoption beyond technically savvy audiences and include a 
broader individual user base, as the separation between crypto, fiat, and 
digital assets leads to a fragmented user experience and approach. We 
see this as a massive opportunity for companies and institutions that 
create frictionless user interfaces for on- and off-ramps into crypto. This 
front-end UX is as seamless as the best Fintech or e-commerce platform 
experience, leaving transaction processing, validation, and custody of 
assets behind the scenes with a trusted custodian. These custodian 
and services platforms also draw from the success seen in Fintech and 
banking-as-a-service (BaaS) today, allowing white-label institutional and 
consumer applications to be built and deployed rapidly via application 
programming interfaces (APIs).

Incentives 

Because incentives induce people to act in a particular way, they are 
crucial to sustaining any economic or contractual relationship. In 
traditional economic ecosystems, strategic interactions between network 
participants need to be well-managed and coordinated using incentive-
compatible mechanisms. In other contexts, a central authority, such as 
a designated firm, institution, or cooperative, may coordinate services to 
the system. DLTs, however, offer a new avenue for ecosystems to self-
manage and coordinate without the need for a central authority. Hence, 
the fields of game theory, mechanism design, and behavioral economics 
can be useful in offering unique insights into designing incentives that 
will ensure sustainability and growth. We see this today within the crypto 
ecosystem through mining rewards, token airdrops, play-to-earn rewards, 
and staking rewards. These incentive systems aim to drive community 
adoption, functionality, and engagement. 
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Untying the Gordian Knot of Crypto Adoption

Institutional investors have begun to play a role in the market and 
were even largely responsible for the crypto bull run in early 2021. 
Massachusetts Mutual Life Insurance Co.7 and Brevan Howard’s Asset 
Management,8 motivated by the material trading opportunities in the 
market (a strategy of allocating assets to an emerging asset class) and 
demand from clients for exposure to an asset class that has provided 
outsized risk-adjusted returns, have further signaled mainstream 
acceptance by a new set of sophisticated and regulated players, with the 
former buying $100 million in Bitcoin and the latter announcing an initial 
investment of up to 1.5% of fund in cryptocurrencies. Other institutional 
investors with bitcoin holdings include software company MicroStrategy,9 
with $2.41 billion of the cryptocurrency as of September 30, 2021, and 
automaker Tesla Inc.,10 with nearly $2 billion in bitcoin at the end of last 
year. Further, payment company Block Inc.11 (formerly Square), not only 
purchased $50 million worth of Bitcoin in the fourth quarter of 2020 and 
another $170 million in the first quarter of last year, but it also offers 
individuals ways to interact with the cryptocurrency.

Meanwhile, a maturing market has triggered the participation of 
institutional money managers, with liquidity and price-setting venues 
institutionalizing governance, compliance, taxation, and reporting 
capabilities, thereby enabling market participants to trade with 
confidence and support large block trades with minimal difference 
between the expected price of an order and the price when the 
order actually executes. A yield curve in the crypto market has also 
emerged, resulting from the lending activities of centralized entities and 
decentralized lending pools, offering attractive savings and investment 
alternatives to traditional financial products. In addition, regulations 
have shifted, with a class of regulators in jurisdictions such as Singapore 
and Switzerland welcoming the crypto industry and promoting the use 
of DLTs. In the U.S., regulators have consistently been pro-innovation, 
despite stepping up oversight, evidenced by pronouncements by the 
Office of the Comptroller of the Currency (OCC) to permit banks to settle 
on public blockchain infrastructure. And although China has banned all 
crypto activities, the adoption of distributed ledger, blockchain, and other 
tamper-resistant cryptographic technologies is still encouraged.

To date, four key developments are driving a significant change across the industry.
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There is also growing evidence of the commercialization of crypto 
offerings via centralized and decentralized exchanges, such as Coinbase12 
generating $7.4 billion in net revenue in 2021, Robinhood13 reporting 
$48 million in revenue in the fourth quarter of 2021 from cryptocurrency 
trading on its platform (up 304% from the year-ago quarter), and the 
increased user engagement of Revolut and Block with their introduction 
of crypto asset offerings. Banks and payment companies have also rolled 
out payment solutions built on stablecoins or permissioned distributed 
ledger networks, in addition to supporting the exploration of Central 
Bank Digital Currencies (CBDCs), including Mastercard's CBDC Test 
Platform14 and support for transaction settlements of Stablecoins and 
CBDCs with Mastercard.

Finally, maturing technology infrastructure has resulted in significant 
developments, such as Layer 215 protocols that build on the trust and 
security of Layer 116 protocols. Designed to leverage Layer 1 technology 
for new and innovative applications, Layer 2 protocols enable higher-
complexity and higher-speed transactions at a lower cost. Alternative 
blockchain protocols and their native currencies, including those that use 
governance and consensus models, are also being more widely adopted 
as developers and users gravitate towards ecosystems with abundant 
capital, low transaction costs, high transaction speeds, and developer-
friendly libraries, which enable quick deployment. Additionally, supporting 
infrastructure and applications that interact with public cryptocurrency 
protocols are now available in the public open-source space. At the 
same time, enterprise-level self-custody solutions are also available in 
the market, where not only keys are secured but also the exchange of 
wallet addresses. These developments in the technology landscape 
are making it possible for institutions to deploy scalable retail wallets 
without incurring significant protocol transaction costs. They also enable 
companies to create propositions on significantly more accessible and 
mature technology stacks.
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Custodians, generally, are institutions that 
provide customers with various financial 
services, such as trade settlement, exchange, 
clearing, and corporate action execution. 
But one of their most notable roles is in the 
safekeeping of investors’ assets. Like “vaults,” 
they hold customers’ assets in both electronic 
and physical form, minimizing the risk of fraud, 
theft, or loss of those assets. 

In the digital asset space (crypto, in particular), 
custodians operate similarly. Their main 
role remains the responsibility for and the 
safekeeping of customers’ digital assets. This 
is achieved through safe key management, 
which allows the assets to be cryptographically 
secured. Unlike traditional custodians, a digital 
asset custodian has custody of a digital asset 
by holding the assets via a private key on behalf 
of the individual or institution. Since most 
transactions, depending on the type of DLT 
used, are likely irreversible, limiting access to 
private keys is crucial. Furthermore, if a key is 
lost or stolen, recovery of the crypto asset by 
its rightful owner may be difficult unless it is 
a representation of an actual asset, such as a 
security token offering, where an actual asset 
may remain secure and a new token or digital 
asset can be issued. 

Viewing the crypto market through the lens 
of financial markets, it is clear that the role 
of custodians in this ecosystem can’t be 
underestimated. With increasing interest 
and larger portfolio shares in crypto assets, 
the common denominator among all market 
participants globally — from single investors 
to institutional behemoths — is the desire 
for asset security, compliance, and ease of 
transaction. Custodians help facilitate these 
goals, playing a strategic partner role for 
any institution, marketplace, and social or 
gaming provider looking to enable crypto 
natively within their user environment. This 
means an opportunity for firms with the right 
institutional trust, financial strength, and legal 
and technical know-how to participate. 

Crypto Custody: A Golden Opportunity Today’s Crypto Landscape

 

• The separation of traditional finance and 
crypto has led to a fragmented consumer 
profile with many consumers requiring 
multiple institutions to support their 
traditional finance activities and activities 
within crypto.

• Expanding crypto markets have enabled 
consumers entering the crypto market 
to experience crypto through the buying 
and selling on exchanges, holding and 
using crypto through a crypto wallet, 
the purchase of NFTs on marketplaces, 
and the earning and spending of crypto 
through gaming and entertainment.

• UX friction today opens opportunities 
for both native crypto institutions, banks, 
and Fintechs to streamline their user 
experience (UX) and service experience 
to transform into something more 
familiar and trusted by consumers if mass 
adoption is to be achieved. 

• Like Fintechs, crypto institutions are 
positioned for rapid growth as they 
continue to onboard new consumers 
to crypto, enable new use cases and 
functionality, and begin to offer more 
traditional lending products to their new 
customers.
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Management and Safekeeping at the Core of Crypto Custody

1. To successfully safeguard crypto assets, custodians must 
ensure that internal operating procedures, hardware, software, 
and people are designed to protect assets under custody, with 
future technological developments in mind.

2. Maintaining awareness of regulatory developments is essential. 
A two-way conversation with regulators ensures transparency 
on the custody services and alignment with authorized activities.

3. Given regulatory uncertainty, custodians should take the 
lead in setting best practices and put in place self-monitoring 
mechanisms based on engagement with regulators.

Recent Regulatory Developments

The Federal Financial Supervisory Authority (BaFin),17 Germany’s 
financial regulatory authority, has already set solid foundations 
for the operationalization of crypto-asset-related financial 
services in Germany through its guidance on alignment with the 
Kreditwesengesetz (KWG) and on its own regulatory compliance 
expectations to market participants, especially those engaging in 
crypto custody. The regulatory framework in the U.S. is also evolving 
to accommodate increased usage of crypto assets in investment 
portfolios, with the Office of the Comptroller of the Currency (OCC)18 
issuing a legal interpretation affirming that federally chartered 
banks and thrifts (collectively “national banks”) may now provide 
crypto custodial services for crypto assets, provided that regulatory 
safeguards are met. In parallel, the EU Commission19 published a 
proposal for the regulation of crypto assets: the Markets in Crypto-
Assets Regulation (MiCA), which has the potential and ambition 
to set global standards for the oversight and regulation of digital, 
blockchain-based assets.

To further the growth of the crypto custody market, custodians, and those looking to participate in this sector, 
must consider the following: 
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The Teleperformance Service Bridge and Modular Approach

The digital assets industry is both globalized 
and localized, with borderless exchange 
operations and geographically condensed 
mining activities. Further, the industry is 
becoming more fluid — the lines between 
exchanges and wallets are increasingly blurred, 
and a multitude of cryptocurrencies apart from 
Bitcoin and Ethereum are now supported by a 
growing ecosystem, fulfilling several functions. 

To effectively support crypto adopters and 
custody providers, our approach to crypto is 
to develop an agnostic UX for centralized and 
decentralized organizations and platforms and 
to be the bridge between both and their users.

TP Crypto 
Service Bridge

Global Exchanges

Tools and Services Providers

NFT Marketplaces

Corporate Blockchain Applications  

Social & Gaming
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As a leader in customer experience (CX), we 
support incumbents and new players with 
Digitally Integrated Business Services that 
increase global market share and enhance the 
CX. We leverage over 40 years of experience 
globally in the financial services and tech 
industries, including cloud and internet 
businesses. With expertise in combining 
regulatory compliance processes with secure 
service setups and technology-enhanced/
automated services, we are leading the charge 
in creating a cost-efficient, innovative, and safe 
service experience.

Security is our top priority. In addition to our 
full General Data Protection Regulation (GDPR) 
compliance, we are the first company in the 
industry to have a global Binding Corporate 
Rules (BCRs) approval both as a controller 
and a processor. Our clients can trust us with 
customer data and be assured of receiving 
the same level of protection in Europe and any 
other country where we operate.

Through our omnichannel CX capabilities, we 
interact with 50% of the world’s population 
every year through voice, email, chat, click-to-
call, social media, video chat, face-to-face, and 
other channels that customers prefer.

Our knowledge of customer behavior through 
analytics allows us to provide meaningful 
information that can be used to enhance 
services and yield real business results. We 
deliver the right answer to the right customer 
on the right channel at the right time through 
our team of interaction experts, supported 
by subject matter experts (SMEs) who are 
knowledgeable in various technologies, 
solutions, and processes.

Build your crypto custody capabilities with the right partner

With the integration of artificial intelligence 
(AI), robotic process automation (RPA), and 
other emerging technologies, we can enhance 
team performance, emphasize the human 
touch, and implement operations that allow 
us to perform strategically, precisely, and 
promptly — no matter the location — while 
maintaining flexibility and the highest security 
standards. By combining this approach with the 
Lean Six Sigma methodology, we can provide 
simpler, faster, better, safer, more cost-effective 
solutions.
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